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Decision/action requested

Approve the proposed PCR to TR 33.813
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Rationale

This PCR attempts to aid SA3 in assessing solutions addressing “Key Issue #6 : Confidentiality protection of NSSAI and home control” by producing a solutions comparisons table.
*********************************************** Start of Changes ************************
8.1.x
Key Issue #6 Solutions comparison

The potential security requirement of the Key Issue #6 is reproduced below:

5G system shall provide confidentiality protection for NSSAI transmission. This key issue will only study solutions where:

· Cryptographic key material is available from an earlier authentication run.

· Existing NAS or AS security contexts can be used.

The table below summarizes the evaluations for solutions addressing Key Issue #6: Confidentiality protection of NSSAI and home control.

	Solution ##
	Clause
	Support for the KI #6 Requirements


	Support for Idle Mobility  
	Impact
	Impact on existing Stage 2 Procedures 
	Existing Solution Evaluations
	Comment

	
	
	
	
	NG RAN
	CN
	
	
	

	8
	7.8
	Y?(1)
	TBD
	Y
	Y


	Y(3)
	This solution addresses the key issue #6, the solution is able to protect the privacy of NSSAI in air interface. Besides, the solution introduces no extra message exchanges to the existing procedures, and there is no extra computation in UE. Instead, it increases complexity at gNB. 
The key proposal is to use temporary NSSAIs in the RRC signaling. These T-S-NSSAIs are generated and assigned by the AMF during the initial and subsequent registration procedures, as part of Initial context set up in the base station. The UE and the gNB need to store these T-S-NSSAI values to be used later in the subsequent registration process. If these values remain static, then based on the characteristic of communication, these values could be mapped to their real slice types and thereby to the NSSSAI. Also, the T-S-NSSAIs need to be individually different, otherwise mapping to the Slice becomes very easy.

EN on impact of Service Request message

EN on idle mobility support
	This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs. In this solution, UE and RAN are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, the T-S-NSSAIs will be used in the AS layer.
This temporary NSSAI needs to be updated frequently to preserve the privacy.
(1) Mapping to S-NSSAI is easy due to T-S-NSSAIs not being changed dynamically.

(3) Distribution of new T-S-NSSAI (along with Allowed NSSAI) to NG-RAN and UE during Registration Procedure. RAND sent to NG-RAN during Registration Procedure.

	10
	7.10
	Y


	TBD
	Y
	Y
	Y(4)
	TBD
	S-NSSAI value that the UE sends on the AS layer may be allocated by the serving network as part of the existing procedures. This means that the serving network does not need to provide the same S-NSSAI to two different UEs that are using the same slice, i.e. the AMF may provide an ‘encrypted NSSAI’ to a UE to send at the AS layer. The AMFs and NG-RAN nodes across the whole network will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ maps to.
(4) Distribution of ‘encrypted S-NSSAI’ parameters (e.g., Key). 

“The AMFs and NG-RAN nodes across the whole network will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ maps to”

	11
	7.11
	Y


	Y
	Y
	Y
	Y(5)
	This solution addresses Key Issue #6: Confidentiality protection of NSSAI and home control.

The following solution builds on a similar notion of temporary S-NSSAI (T-S-NSSAI) as in solution #8. The UE obtains the T-S-NSSAI from the AMF in a Registration accept message during the registration procedure as in solution #8. The NG-RAN obtains a list of T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure. In this solution, the T-S-NSSAI are generated/maintained per PLMN. The UE transmits requested T-S-NSSAIs as hash values (instead of cleartext T-S-NSSAI) in the AS layer during AS connection establishment. The T-S-NSSAIs hash values are computed using the S-TMSI. The NG-RAN identifies the UE requested slices by matching the UE requested hashed T-S-NSSAIs with the hash values of the T-S-NSSAIs provided by the 5GC.

One of the weakness of any pseudonym-based solution is the need to manage pseudonyms and change them frequently to protect entities from trackability and linkability attacks. The addition of hashing of temporary identifiers allows to minimize the overhead and the complexity of pseudonym changes.


	This solution builds on a similar notion of temporary S-NSSAI (T-S-NSSAI) as in solution #8. The UE obtains the T-S-NSSAI from the AMF in a Registration Accept message during the registration Procedure uses similar concept of T-S-NSSAI as in solution #8. The NG-RAN obtains a list of T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure. In this solution, the T-S-NSSAI are generated/maintained per PLMN. The UE transmits requested T-S-nssais as hash values (instead of cleartext T-S-NSSAI) in the AS layer during AS connection establishment. The T-S-nssais hash values are computed using the S-TMSI and a random number obtained during initial Registration. The NG-RAN identifies the UE requested slices by matching the UE requested hashed T-S-nssais with the hash values computed by NG-RAN of the T-S-nssais provided by the 5GC.
(5) Distribution of new T-S-NSSAI (along with Allowed NSSAI) to NG-RAN and UE during Registration Procedure. RAND sent to NG-RAN and UE during Registration Procedure.

UE sends hash of T-S-NSSAI during AS Connection establishment.

	12
	7.12
	Y(2)


	N
	Y
	Y
	Y(6)
	TBD
	This solution is based on the notion of temporary S-NSSAI (T-S-NSSAI) similar to solution #8. In this solution, UEs are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in the Registration Procedure. After that, to preserve the privacy, when UE use the T-S-NSSAI to access the slice, CN will generate a new T-S-NSSAI for the S-NSSAI andallocate for the UE.
(2) This solution seems to utilize NAS while RAN is not affected.

(6) Distribution of new T-S-NSSAI (along with Allowed NSSAI) to NG-RAN and UE during Registration Procedure.


Figure XX.YY.ZZ: The summary of the evaluations for solutions addressing Key Issue #6: Confidentiality protection of NSSAI and home control.
*************************************************** End of changes ******************************
